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Executive Order 13556

= On November 4, 2010, Executive Order 13556, entitled “Controlled
Unclassified Information,” was signed:

“At present, executive departments and agencies (agencies) employ
ad hoc, agency-specific policies, procedures, and markings to
safeguard and control this information, such as information that
Involves privacy, security, proprietary business interests, and law
enforcement investigations. This inefficient, confusing patchwork has
resulted in inconsistent marking and safeguarding of documents, led
to unclear or unnecessarily restrictive dissemination policies, and
created impediments to authorized information sharing.”




Executive Order 13556
“CUI" is born...

“To address these problems, this order establishes a
program for managing this information, hereinafter
described as Controlled Unclassified Information,
that emphasizes the openness and uniformity of
Government-wide practice.”




CUI Defined

= Information that law,

regulation, or government-

wide policy requires safeguarding or disseminating
controls (excluding information that is classified
under Executive Order 13526, Classified National

Security Information)

= Examples include information with privacy, security
or proprietary interests, such as sensitive

Information regulatec
Information regulatec

by statute, or operational
by security frameworks, or

Information required

Dy contract to be secure



Concise guidance;
NIST SP 800-171

= Purpose of NIST SP 800-171 is to provide guidance — to define the
security requirements - for protecting the confidentiality of CUI in
nonfederal systems and organizations.

= Substance of NIST SP 800-171 is derived from the following:

» Federal Information Processing Standards (FIPS) Publication 199,
Standards for Security Categorization of Federal Information and
Information Systems

= FIPS Publication 200, Minimum Security Requirements for Federal
Information and Information Systems

= NIST Special Publication (SP) 800-53, Security and Privacy
Controls for Federal Information Systems and Organizations; and

= NIST SP 800-60, Guide for Mapping Types of Information and
Information Systems to Security Categories




A simpler framework

= NIST SP 800-171 draws from the larger bucket of
controls in the NIST SP 800-53 framework, but
reduces the number of controls to something more

manageable

= Goal Is to provide those with authorized access to
government data guidance to:

» |dentify what information within their systems is
government controlled data; and

= Determine how that data be segmented and protected



There are fourteen (14) families of security
requirements for protecting the confidentiality of
CUI in nonfederal information systems and
organizations.

TABLE 1: SECURITY REQUIREMENT FAMILIES

FAMILY FAMILY
Access Control Media Protection
Awareness and Training Personnel Security
Audit and Accountability Physical Protection
Configuration Management Risk Assessment
Identification and Authentication Security Assessment
Incident Response System and Communications Protection
Maintenance System and Information Integrity




Structure of the BBNC
NIST SP 800-171 Policy Manual

* The manual is a compilation of 15 security policies

» 14 policies mapped to the 14 families of security
requirements in NIST SP 800-171

= which contain a total of 109 security controls,
= the BBNC Insider Threat Plan and Procedures

* The policies contain basic and derived
requirements from existing and recognized
security standards




Policies are designed to be
applicable to all subsidiaries

Flexible enough for individualized
implementation by each subsidiary

First page of each policy contains
header information about the
effective date, version, and
approval/owner of the policy

Agency Name: Effective date:

Creation date:

Bristol Bay Native Corporation Last revision date:

Revised by:

Approved/Owned by:

Policy title: Access Control Policy

Access Control Policy

1. Purpose

The purpose ofthis policy is to outline the acceptable program and procedures for controlling access
to the data and resources of Bristol Bay Native Corporation and its subsidiaries ("BBNC.” or
“Organization™). This policy is in place to protect the Organization’s property, networks and
systems, data, and emplovees. This policy complements the Organization’s other security policies
and is intended to guard against the unauthorized intrusion, access to and/or acquisition of
workstations, laptops, networks and systems, data, and devices.

2. Scope

This policy applies to all hardware and software that is owned or leased by the Organization, or
otherwise is connected to or is capable of connecting to and accessing the Organization’s internal
network resources, systems, and devices. whether owned or leased by the Organization, an
emplovee, or a third party. This policy applies to the conduct of all directors, officers, emplovees,
contractors, consultants, and temporary workers.

3. Definitions and Terms

i1 Confidentiality: Preserving authorized restrictions on information access and disclosure,
including the means for protecting personal privacy and proprietary information.

32 Controlled Unclassified Information (CUI): Information that law, regulation, or
government-wide policy requires to have safeguarding or disseminating controls, excluding
information that is classified under Executive Order 13326, Classified National Security
Information, December 29, 2009, or any predecessor or successor order, or the Atomic Energy Act
of 1954, as amended.

i3 External System (or component): A system or component of a system thatis outside of the
authorization boundary established by the Organization and for which the Organization tvpically has
not direct control over the application of required security controls or the assessment of security
control effectiveness.

34 Information System (also “system™): A discrete set ofinformation resources organized for
the collection, processing maintenance, use, sharing, dissemination, or disposition of information.

35 Least Privilege: The principle that the security architecture should be designed so that each
entity is granted the minimum system resources and authorizations that the entity needs to perform
its function.




Understanding the structure
of each policy

Policies include sections on:

Purpose

Scope

Definitions and Terms
Guiding Policy Principals
Basic Security
Requirements

Policy Compliance

Implementation
Procedures

Revision History

4.
41

Policy

Guiding Principles: In order to properly manage enterprise risk, the Organization must

impose controls on who can access its data and other sensitive information. One of the most
appropriate and basic means of controlling that access is to restrict it to only those authorized
individuals who “need to know™ or “need to access™ in order to perform the responsibilities of their
positions at the Organization. This restriction of access is an essential component of the
Organization’s information security program.

4.2

4.3

44

Basic Security Requirements

4.2.1 System access must be limited to authorized users, processes acting on behalf of
authorized users, or devices (including other systems).

4.2.2 System access must be limited to the types of transactions and functions that
authorized users are permitted to execute.

Controlling Access Based on the Need to Know/Approved Authorizations

4.31 The Organization must control the flow of CUI in accordance with approved
authorizations.

4.3.2 The duties ofindividuals must be separated to reduce the risk of malevolent activity
without collusion.

4.3.3 The Organization must employ theprinciple ofleast privilege, including for specific
security functions and privileged accounts.

Use of Non-Privileged Accounts

4.41 The use of non-privileged accounts or roles is required when accessing non-security
functions.



Who is authorized to view the
data?

Principle of Least Privilege
Access must be limited to
= Authorized users

= Types of transactions
permitted for authorized users

System must have sufficient
controls to limit access

= Monitor privileged accounts
= Session locks

= Encryption

= Control remote access

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Access Control Policy

Access Control Policy

1. Purpose

The purpose of this policy 15 to cutlme the zcceptable program and procedures for controlling access
to the datz and resources of Bristol Bay Native Corporation and its subsidiaries ("BENC.” or
“Organization™. This policy is in place to protect the Organization’s property, netwetks and
systems, datz, and employees. This policy complements the Organization’s other security policies
and is mtended to guard agamst the unauthorized mtrusion, access to andior acquisiion of
workstations, laptops, networks and systems, data, and devices.

2. Scope

This pelicy zpplies to all hardware and software that is owned or lezsed by the Organization, or
otherwise 15 comnectzd to or 15 capable of connsctmg to and zccessmg the Organization’s mtemal
network resources, systems, and dewices, whether owned or lessed by the Organization, an
employee, or 2 third party. This policy applies to the conduct of 2l dirsctors, officers, employees,
contractors, consultants, and temporary workets.

3 Definitions and Terms

31  Confidentiality: Preserving authorized restrictions on mformation access and disclosurs,
meluding the means for protecting personal privacy and propristary mformation.

32 Controlled Unclassified Information (CUI): Information that law, regulation, or
govemnment-wide policy requires to have safeguardng or disseminatmg contrels, excluding
mformation that s classified under Executrve Order 13326, Classified National Security
Information, December 20, 2009, or any predecessor or successor order, or the Atomic Energy Act
of 1934, 25 smended.

13}  External System (or component): A system or component of asystem that 1s outside of the
anthorization boundary established by the Organization and for which the Organization typically has
not dirsct control over the application of required security controls or the assessment of security
control effectivenass.

34  Information System (alo “system™): A discretz set of mformation resources organized for
the collaction, processing maintenance, use, sharing, dissemination, or disposition of mformation.

35 Least Privilege: The principle that the security architecturs should be desipned so that each
entity is granted the minmum system resources and authorizations that the entity neads to perform
its fimetion.




Are authorized users
properly trained?
Formalizes requirement for
a training program on;

= Security risks associated
with user activities

= Should include current
threats including social
engineering

= Recognizing and
reporting insider threat

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Awareness & Training Policy

Awareness & Training Policy

1. Purpose

The purpose of this policy 13 to outline the zcceptable programs and procedures for ensurmg that
Employees of Bristol Bay Native Corporation and its subsidiaries (BENC™ or “Otrganization”) are
aware of, and recerve traming related to, the security risks associated with thewr activities and the
implementztion of policies relatmg to the security of the Orpemization’s data and resources. The
security awareness and trammg program helps the Organization document, communicate, and tram
Employees on security best practices and concepts. It alse enables the Organization to mamage
certzin risks resultmg from lack of secunty awareness, communication, and traming.

This policy 1= i place to protect the Organization’s property, networks and systems, data, and
Employees. This policy complements the Organization’s other security policies and is mtended to
enable the Orgamization to guard agzmst unautherized mtrusion, access to, and'or scquisition of
Otganization wotkstations. laptops, networks and systems, data, and devices.

2. Scope

This policy applies to the mformation security training that the Organization will require of 2l
Employess mcluding any and all users of Orgzniration workstations, laptops, networks and systms,
datz and devices. This training is intended imcrezse Employes awarsness zbout how to protect data
that iz processed, transmitted, or storsd on Organization devices or on devices that are otherwise
connected to, or are capable of connecting to, Organization networks and systems. All Organization
Employees are responsible for adhermg to this Awareness & Trammg Policy.

3 Defmitions and Terms

31 Employees: The term “Employees™ 13 defmed to mclude any mdividual employed by the
Organization, mcludmg but not lmited to emecutives, directors, officers, manapers, system
admimistrators, contractors, consultants, and temporary workers.

4. Policy]

41  Guiding Principles: In order to properly manape enterprise risk, the Organizatnion must
ensure that its Employees are aware of, and recerve trammg related to, the security nisks asseciated
with their activities and the implementztion of policies relating to the security of Organization data
and resources. This is a critical component of the Organization’s overall security posture as outside
actors seeking to gam unautherized access to its networks and systems may target its Employees
through efforts such a5 spamming and phishing. An Employee’s ability to recognize and detect
outside actors attempting to gain unauthorized access to the Organization’s system is a critical
compenent of its mformation security program.




Are logs enabled and records
kept of authorized and
unauthorized access?

Requires

Audit logs to be maintained,
monitored and analyzed

Actions of individual users to be
uniquely traced to those users

Alerts if there is an audit process
failure

Generation of reports to support
on-demand analysis and
reporting

Audit information and audit tools
to be protected from
unauthorized access,
modification, and deletion

Effective date:

Creation date:

Bristol Bay Native Corporation Last revision date:

Revised by:

Approved/Owned by:

Policy title: Audit & Accountability Policy

Audit & Accountability Policy

1. Purpose

The purpose of this pelicy is to outlme the acceptable program and procedures for mamtzining,
monitoring, and analyzmg of all audit logs generated by or on behalf of Bristol Bay Native
Corporation znd s subsidizries ("BBNC.” or “Organizztion™). m order to manage risks from
inzdequate event logging znd monitering. The riles contzined i this pelicy are m place to protect
the Orgamization’s property, networks and systems, data and employess. These rules complement
the Organization’s other security policies, and zre mtended to gusrd agamst the umautherized
mtrusion, sccess to and'or scquisition of workstations, laptops. networks and systems, data and
devices.

1 Scope

This policy zpplies to all audit logs that zre or should be generated by or on behsalf of the
Organization, arising from the transmission of data through hardware and software that is owned or
leased by the Qrganization, or otherwise is connected to or is capable of connecting to and accessing
the Orgamzation’s mtemal network resources, svstems, and devices, whether owned or leased bythe
Orgznizzhion, zn emplovee, or 2 third party. This pelicy applies to the conduct of 2ll directors,
officers, employees, contractors, consultants, and temporary workers.

3 Definitions and Terms

31  Audit Log: A chronological record of system activities, mcludmg records of systsm
apeesses and operations performed m a grven pertod.

32  Audit Record: An individual entry i an audit log relzted to an audited event.

33  Information System (alro “system™): A discrete set of mformation resources organized for
the collection, processig mamtenance, use, sharmg, dissemmation, ot disposiion of mformation.

14 User: Indridnal, or (system) process zctive on behalf of an mdrvidual, anthorized to access

3 system.
4. Policy

4.1  Guiding Principles: In order to szfeguard the security and the mtegrity of its facilities,
devices, data and systems. it 15 extremely mmportant that 2]l andit logs be ensbled to capture 2l
aceess to and use of the Organization’s facilities, workstztions, laptops, networks and systems,
devices, and data. The contmuous mzintsnance, monitoring and analysis of the Organization’s audit
logs is 2 critical component of the mformation security program.




Intended to limit attack
surface by preventing the
use of nonessential
programs, functions, ports,
protocols, and services

Focuses on the principal of
least functionality by
configuring information
systems to provide only
essential capabilities

Supports creation of a
“standard” image, where
feasible; removal of
bloatware

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Cﬂ]]ﬁgl];‘lﬁﬂ-]] Management Policy

Configuration Management Policy

1. Purpose

The purpose of this policy is to outlime the acceptable program and procedurss for estzblishing and
mamtammg  baselme configurztions and mventories of “organizational systems” (mcludmg
hardware, software, fumware, and documentation) of Bristol Bay Native Corporation and its
substdiaties ("BENC,” or Otganization”), and estzblishing and enforcing relevant security settmes
for mfermation technelegy products used m such systems. The rules contzmed m this policy are m
place to protect the Organization’s property, networks and systems, data and employees. These miles
complement the Organization’s other security policies, and are mtended to gusrd agamst the
unautherized mtrusion, access to and/or acquisition of workstations, laptops, networks and systems,
data, and devices.

2. Scope

This policy applies to the configuration of all organizationzal systems that are owned of leased by the
Organization, or otherwise are comnsctsd to or is capzble of comnscting to and accessing the
Organization’s mtemal network resources, systems, and devices, whether ownead or leased by the
Ozganization, an emploves, or a third party. This policy applies to the conduct of all directors,
officers, emplovess, contractors, consultants, =nd temporary workers.

3 Definitions and Terms

Al  Blacklisting: A process used to idennfy software programs that are not authorized to
executs on 2 system of prohibited Universal Resource Locators (UBRLs) or websites.

32  Configuration Management: A collection of activities focused on estsblishing and
mantzning the mtegrity of mformation technelogy products and systems, through control of
processes for mitzhzme, changmmg, and monttormg the configurations of those products and systems
throughout the system development life cycle.

33  Configuration Settings: The set of parameters that can be changed m hardware, software,
or fumware that affect the secunty posture and'or fimctionality of the system.

34  Information System (2o “system™): A discrete set of mformation resources crganized for
the collection, processing mamtenance, use, sharmg, dissemmation, or dispesition of mformation.

A5  Whitelisting: A processused to identify software programs that are authorized to exeae m
agystem or authorized Universal Resource Locators (URLs) or websites.




Requires identification of all users,
processes acting on behalf of
users, and devices

Requires identities to be
authenticated

Requires multi-factor authentication
for network access to privileged and
non-privileged accounts

Requires minimum password
complexity and change of character
requirements when new passwords
are created

Passwords must be encrypted
when stored or transmitted

Recent attacks attributable to
storage of passwords in clear text

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Identification and Authentication Policy

Identification and Authentication Policy

1L Purpose

The purpose of this policy is to cutline the acceptable program and procedures for monitormg and
controllmg the accounts of persons zuthorized to access data or any portion of the mformation
systems of Bristol Bay Native Corporation and its subsidiaries ("BENC™ or “Organization”™). The
rules contzmed m this pelicy are m place to protect the Organization’s property, networks and
systems, data znd employees. These rules complement the Orgamzation’s other security pelicies.
and zre mtended to guard agzinst the unauthorized mtrusion, access to and'or zcquisition of
workstations, laptops, networks and svstems, data, and devices.

b8 Scope

This policy applies to 2ll user accounts on the Organization’s information system, whether they are
currently actrve, deactivated, or dissbled, if they may potentially be capeble of connectng to and
accessing the Organization’s iternal network resources, systems, and devices, whether owned or
leased by the Crganization, an employes, or a third party. This policy applies to the conduct of all
directors, officers, emplovess, contractors, consultants, and temporary workers.

3 Definitions and Terms

31  Identifier: Unique data used to represent a person’s identity and associated attributes.
Examples of identifiers mclude: 2 name; a credit card number; 2 unique label used by a system to
indicate a specific entity, object, or group; ete.

32  Local Access: Access to 2 system by 2 user (or procsss acting on behalf of 2 user)
communicating through a direct connection wrthout the nse of 2 network.

33  Multi-Factor Authentication: Authentication using two or more different factors to adveve
anthentication. Factors melude something vou kmow (2.g. PIN, password); semething youhave (2g
cryptographie identification dewvice, token); or something vou are (2.g. biometries).

34  Network Access: Access to a system by a user (or process acting on behalf of a user)
communicating through a network (e.g. locel area network ("LANT), wide area network (“WANT),
the Internst, ete).

35  Privileged Account: A system zccount with suthorizations of a privileged user.

3.6  Privileged User: A user that i3 suthorized (and therefore, trusted) to perform security-
relevant fiunctions that ordmery users are not authonized to perform.




Recognizes that preparing for an
information security incident and the

business interruptions that may follow
IS a critical part of information security

Requires written incident response
plan aligned with specific needs and
operations that includes adequate
preparation, detection, analysis,
containment, recovery, and user
response activities

Requires an escalation procedure for
internal and external reporting

Requires plan to be tested at least
annually through tabletop exercise

Effective date:

Creation date:

Bristol Bay Native Corporation Last revision date:

Revised by:

Approved/Owned by:

Policy title: Incident Response Policy

Incident Response Policy

1. Purpose

The purpose of this policy is to outline the scceptable program and procedures for the planning and
manzgement related to meident response and busimess contmuity. The rules contamed in this policy
are in place to protect the property. networks and systems. datz and employees of Bristol Bay Native
Corporztion and its subsidizries ("BENC” or “Orgamization”). These miles complement the
Organization’s other security policies, and are mtended to guard aganst the unanthorized mtrusion,
zccess to and'er zequisition of workstations, laptops, networks and systems, data, and devices.

2. Scope

This policy applies to the development and implementation of mcident response and business
contimuity plans. This pelicy applies to the conduct of 21l directors, officers, employees, contractors,
consultznts, and temporary workers.

3 Definitions and Terms

31  Incident: An occurrence that sctuzlly or potentizlly jeopardizes the confidentiality, mtegrity,
or availability of a system or the nformation the system processes. stores, or transmits or that
constitutes 2 violation or imminent threat of viclation of security policies, security procedurss, or

zcceptable use policies.

32  Information System (ko “system™): A discrste set of mformation resources organized for
the collection, processing mzmtsnsnee, use, sharmg, dissemination. or disposition of mformation.

4. Policy

41  Guiding Principles: Conventional wisdem is that it iz not 2 matter of “if” but “when”™ an
Organization will be zffected by an micrmation security meident that may compromise sensitrve
datz and'or affect normal business operations. The most impertant action 2n Organization can tzke
m light of the meviteble mformation security mcident is to prepare for it The preparation for an
mformation security meident, and the business mterruptions that may follow, iz 2 critical compoenent
of the Organization’s mformation security program.

42  Basic Security Requirements

4.2.1 The Orpanization must estzblish an operational mcidenthandling capzbility for
organizational systems that mcludes adequate preparation. detection, amazlysis, contzmment,
recovery, and user response activities.




The health of information systems
depends upon regular maintenance

Requires the maintenance of all
systems, devices, and supporting
systems, and requires effective
controls throughout the process

Requires media to be sanitized if
removed from premises for
maintenance

Requires protective measures be put
In place for tools and individuals used
to conduct maintenance

Requires multi-factor authentication
for non-local maintenance

Effective date:

Creation date:

Bristol Bay Native Corporation Last revision date:

Revised by:

Approved/Owned by:

Policv title: Maintenance Policy

Maintenance Policy

1. Purpose

The purpese of this policy 15 to cutline the acceptable program and procedures for mamtsinimg and
repairmg the organizational system assets of Bristol Bay Native Corporation and its subsidiaries
(“BENC” or “Orgznization”™). The rules contzmed m fhis policy are m place to protect the
Organization’s property, networks and systems, data and employess. These rulss complement the
Orgznization’s other security policies, and are mtended to puard apzmst the unanthorized mtrusion,
seeess to and'er zcquisition of workstations, laptops, netwotks and systems, dats and dewviees.

1. Scope

Thizs pehicy applies to the contmued mamtensnee and repair of the organizational system assets
within and utilized by the Organization. This policy zpplies to the conduct of all directors, officers,
employees, contractors, consultants, and temporary workers.

3 Definitions and Terms

31 Controlled Unclassified Information (CUI): Information that law, regulation, or
govermnment-wide policy requires to have safeguarding or disseminating controls, excluding
mformation that i3 classified under Executrve Order 13328, Classified National Security
Information, December 29, 2009, or any predecessor or successor order, or the Atomic Ensrgy Act
of 1954, as amendad.

31  External Network: A network not controlled by the organization.

33  Information System (ko “system™): A discrste s=t of mformation resources organized for
the collection, processmg memtenance, use, sharmpg, dissemmation, or dispesition of mformation.

34  Internal Network: A network where estzblishment, mamtenance, mmd provisionmg of
security controls are under the direct control of organizational emplovess or contractors; or the
cryptographic encapsulation of similar security technolegy implemented between organization-
controlled endpomnts, provides the same effect (with regard to confidentizlity and mtegrity). An
mtemal netwerk i3 typicelly organization-owned, vet may be organization-controlled while not bemg
ofganizztion-owned.

35  Malicious Code: Software or firmware mtended to perform an unautherized process that
will have adverse mpact on the confidentiality, mtegrity, or availzbiity of 2 system. A virus, worm,
Trojan horse, or other code-based entity that mfects ahost. Spyware and some forms of adwars are
alzo examples of malicious code, or “malware ™




Recognizes critical need to protect
CUI stored on media devices

Requires access to CUI to be limited
to authorized users

Requires system media containing
CUI to be sanitized before being
disposed or released for reuse

Requires media containing CUI to be
encrypted during transport outside of
controlled areas

Prohibits used of portable storage
devices with no identifiable owner

Requires protection of backup CUI
that is stored, housed, or maintained
off premises

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Media Protection Policy

Media Protection Policy

1L Purpose
The putpose of this pelicy 15 to cufline the zcceptzble program and procedures for the protection of

mediz contaming sensitive datz created, processed. or stored by or on behalf of Bristol Bay Native
Corporation and its  subsidizries (“BENC” or “the Orgznization™) from unanthorized or
mpetmissible zccess, acquisition, slterstion. modification, disclesure of destruction.  The mules
contamed m this policy are m place to protect the Organization’s property, networks and systems,
datz and employees. These riles complement the Organization’s other security policies, and are
mtended to gusrd agzmst the unathorized mtrusion, access to and'or scquisiion of workstations,
lzptops. networks and systems, mediz, data, and devices.

1, Scope

This pelicy apphies to the mediz created, processed, transmitted or stored by or on behalf of the
Organization. This policy zpplies to the conduct of 2l directors, officers, employess, contractors,
consultants, and t=mporary workers.

3 Definitions and Terms

31  Confidentiality: Preserving authonized restricions on mformation access and disclosure,
mchuding the mesns for protecting personal privacy and proprietzry mformation.

32 Controlled Unclassified Information (CUI): Information that law, regulation, or
government-wide pelicy requites to have safeguarding or disseminating contrels, excluding
mformation that 15 classified under Executve Order 13526, Classified National Security
Information, December 28, 2009, or any predecsssor or successor order, or the Atomic Energy Act
of 1934, as amended.

33  Information Svstem (afo “svstem™): A discrete set of mformation resources orgznizell for
the collection, processmg mamtenanee, use, sharmg, dissemination, or disposition of mformation.

34 Media: Physical devices or writing services mcluding, but not limitzd to, magnetic tapes,
optical disks, magnetic disks, Large-Scale Integration (“L3T7) memery chips, and printouts (but not
mechiding display media) onto which mformation is recorded, stored, or printed within 2 system.

35  System Component: A discrete, identifizble mformation technelogy asset (hardware,
software, fumwars) that represents 2 buildmg block of 2 system. System components mclude
commetcizl mformation technology products.




How are employees screened
before gaining access to CUI?

Requires screening of all
potential authorized users

Requires CUI to be
adequately protected during
and after personnel actions
such as terminations and
transfers

Terminated employees whose
credentials have not been
disabled are the source of
numerous incidents ...

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Eevised by:

Approved/Owned by:

Policy title: Personnel Security Policy

Personnel Security Policy

L. Purpose
The pupese of this policy 13 to outlime the zcceptzble programs and procedures used to screen

Employees and other mdividuals prior to autherizing access to controlled mformation belongmg to
the Bristol Bay Native Cotperation and its subsidiaries ("BENC” or “Otganization™) to ensure that
such mfermation i3 protected during and zfter Employes terminations and transfers, and any third
party zccess to such mformation. This policy is mtended to enzble the Organization to manage risks
relating to personnsl scresming, termination, transfer, menagement, and third-party 2coess to
Organization mformation.

This policy 15 m place to protect the Organization’s property. networks znd systems, datz and
Employses. This policy complements the Organization’s other security policies and is mtended to
enable the Organization to guard agamst unauthorized mtrusion, zccess to, and'or acquisition of
Organization workstations, laptops, networks and systems, data and devices.

2 Scope

This policy applies to the programs and procedurss implementad to sereen 2]l Employess, mcluding
any and 2l users of Organization workstations. laptops, networks and systems, data and devicss,
and other mdividuals prior to authorizmg zceess to controllad mfermation belongmg to the
Organization. It zlse zppliss to the programs and procedurss implementsd to ensure that such
mformation is protected durmg and after Employes terminations and transfers. It iz mtended to
merease the overall security of 21l mformation belonging to the Organization. All those with zceess
to Organization mfermation must adhers to this Personnel Security Policy.

3 Definitions and Terms

31  Employees: The term “Employess™ is defmed to mclude any mdividuzl smploved by the
Organization, mcludmg but net limited to executives, directors, officers, mamagers, system
zdministrators, contractors, consultants, and temporary workers.

4. Policy

41  Guiding Principles: In order to propetly manage enterprise nisk, the Organization must
zctively manzge the protection of its mformation from unautherized access, acquisition, zlteration,
meodification, disclosure or destruction. A robust mformation protection program — mcluding 2
Personnel Security Policy — is 2 critical component of the Organization’s overzll security posturs as
even Organization Employees and third-party mdividuals may pose 2 threat to such mformation.
This pelicy is mtended to help the Organization implement best practices.




= How physical access to
premises and CUI
controlled?

= Physical security is a
critical aspect of
protecting CUI

= Requires
= Visitors to be escorted
= Audit logs of physical

access to premises and
Information assets

= Control of physical access
devices

Effective date:

Creation date:

Bristol Bay Native Corporation Last revision date:

Revised by:

Approved/Owned by:

Policy title: Physical Protection Policy

Physical Protection Policy

1. Purpose

The purpose of this pelicy is to outline the zcceptzble programs and procedures to be used m limiting
zeeess to the Organization’s workstations, laptops, networks and systems, data, and deviees to
authorized Emplovees of Bristol Bay Mative Cotporztion and its subsidizries (BENC™ or
“Organizztion”) zmd m protecting the Organization’s physical facilities, systems, equipment, and
mfrastructure. It 45 mtended to mitigate the nisks from physical security and environmentsl threats,
enzbling the Organization to protect its mformation technolegy assets.

This policy is m place to protect the Organization’s property, networks and systsms, data, and
Employess. This pelicy complements the Organization’s other security policies and is mtended to
enable the Organization to guard agamst unantherized mtrusion, access to, and'or acquisition of
Orgznization workstations, laptops, networks and systems, data, and devices.

1 Scope

This pelicy zpplies to the programs and procedurss implementsd to lmit access to the
Organization’s systems to authorized Emplovees. It zlso zpplies to the programs and procedures
implementad to protect zand monitor the Organization’s physical facilities and the mfrastructure for
Orgznization workstations, laptops, networks and systems, data and devices. It focuses on the
zpproprizte methods neaded to protect the Organization. All users of the Organization’s mformation
technology assets are responsible for adhering to this policy.

kX Definitions and Terms

31  Emplovees: The term “Employees” is defmed to mclude any mdividuzl smployed by the
Organization, mcludmg but net limited to executives, directors, officers, managers, system
zdministrators, comtractors, consultants, and temporary workers.

4. Policy

4.1  Guiding Principles: In order to properly manage enterprize risk, the Organization must
zctively manage the protection of its nformation, physical facilities, systems, and equipment from
unautherized zccess, acquisition, zlterastion, modification, disclosurs or destruction. A rebust
protection program — includmg a2 Physical Protection Policy — i5 2 criticel componsnt of the
Organization’s overzll security posturs. The Physical Protection Policy is mtended to establish
minimum standards for physical and environmentzl protection of Organization assets.




Highlights the importance of
conducting:

= Vulnerability scans

= Vulnerability remediation

Requires periodic scans no less
than quarterly

Requires system risk
assessment annually

Requires remediation of
vulnerabilities

Many recent breaches have
been attributable to the failure to
conduct timely scanning and
remediation!

Effective date:

Creation date:

Last revision date:

Revised by:

Approved/Owned by:

Policy title: Risk Assessment Policy

Bristol Bav Native Corporation

Risk Assessment Policy

1. Purpose
The purpese of this pelicy is to outline the acceptzble programs and procedurss for ensuring that

EBristel Bay Native Corporation and its subsidiaries ("BBNC™ or “Organization”) periedically assess
the risk to Organization operations, assets. and mdividuzls resulting from the operation of
Organization systems and the asseciated processimg, storape. or tramsmission of Orgamization
mformation. It i5 mtended to assist the Organization m managmg risks resultmg from mnadequate
security assessment, zuthorization, and monitermg of assets.

This pelicy is @ place to protect the Organization’s property, networks and systems, data and
Employess. This policy complements the Organization’s other security policies and 15 mtended to
enable the Organization to guard agzmst unanthorized mtrusion, access to. and'or zcquisition of
Organization workstations, laptops, networks and systems, data, and devicss.

1 Scope

This policy applies to the Organization’s periodic assessment of risks faced by Organization
operations, zssets, and mdividuals resultme from the operation of Organization systems and the
associated processing. storage, of transmission of mformation belongme to the Organization. All
users of Organization mformation technelogy resources must zdhers to this pelicy.

3 Definitions and Terms

31  Emplovees: The term “Employess™ 15 defmed to nclude any mdividuzl smployed by the
Organization, incuding but not limited to executives, directors, officers, manapers, system
zdministrators, contracters, consultants, and temporary workers.

4. Policy

41  Guiding Principles: Vulnetzbiliies i the security of the Organization’s networks and
systems may serve 23 an avenus for unzuthorized zceess mto, and exfiltration of data from, the
Organization. These vulnershilities could pose a threat to the Organization’s overall micrmation
security posture and expose the Organization to 2 variety of serious risks. Ealy detection and
remediation of vulnerabilities before they are exploited is 2 critical component of the Organization’s
overall mformation security strategy. This policy 15 mtended to ensurs that best practices associated
with Risk Assessment are smployed.

42  Basic Security Requirements

42.1 The Organization must periedically assess risks to organizationzl operations
(mcluding mission, functions, image, or reputztion), organizational assets, and mdividuals |



Highlights the importance of
periodically assessing and
Improving security controls

Requires the organization to
conduct initial and periodic risk
assessments using FIPS 199

Requires a plan of action to
correct deficiencies and/or
eliminate system vulnerabilities

Requires review of system
boundaries, system
environments of operations, and
Implementation of security
controls and their connections
with other systems

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Eevised by:

Approved/Owned by:

Policy title: Security Assessment Policy

Security Assessment Policy

L. Purpose

The purpose of this policy is to cutline the acceptzble programs and precedures usad to periedically
zssess the security controls of Bristol Bay Native Corporation mnd is subsidiaries ("BBNC™ or
“Orgznization”) m crder to ensure their continued effectiveness and'or to implement plans of actions
designad to correct identified deficiencies and eliminate identified vulnerzbiities. It i3 intended to
2ssist the Organization i implementing best practices with regard to i3 security zssessment,
contmuous monitormg, authorization, and improvement.

This policy 15 m place to protect the Organization’s property. networks and systems, data and
Employses. This policy complements the Organization’s other security policies and i intended to
enable the Organization to guard agamst unzuthorized mtrusion, access to, and'or acquisition of
Organization workstations, laptops, networks and systems, data, and devicss.

2 Scope

This policy applies to the programs and procedurss mplementad to monitor and assess the security
controls employed to protect the Organization’s networks and systems. It also zppliss to the
programs znd procedurss implementsd to corrsct identified deficiencies and eliminate identified
vilnerabilities.  All users of Organization workstations, laptops, networks and systems, data and
devices, mcluding Employess, are responsible for adhering to this policy.

3 Definitions and Terms

31  Emplovees: The term “Employess™ 15 defmed to mcude any mdividual smployed by the
Organization, mcludmg but not limited to executives, directors, officers, mamagers, system
administrators, contractors, consultants, and temporary workers.

4. Palicy

41  Guiding Principles: In order to propstly manage enterprise risk, the Organization must
zctively manzge the protection of its mformation from unautherized access, zcquisition, elteration,
meodification, disclesure or destruction. This pelicy is intended to be consistent with best practices
zssociated with security contrels. It is the mtention of this policy to enzble the Organization to
manzge risks relatmg to madequate security 2ssessment menitering, autherization, and
improvements. |

42  Basic Security Requirements

4.2.1 The Organization must periodically assess the security controls implementsd to
protect its networks and systems m crder to determine if they are effective.




Highlights the importance of
monitoring and protecting
organization communications

Requires monitoring and
protection of communications at
external boundaries and key
Internal boundaries

Requires standards for
architectural design, software
development, and system
engineering principles in order
to promote information security

Requires network segmentation,
access control and encryption to
protect communications

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: Systems And Communications
Protection Policy

Svstems and Communications Protection Policy

1. Purpose
The purpose of this policy 13 to outlme the acceptable programs and procedures used to monrtor,

control, and protect commumications of Bnstel Bay Native Corporation and itz subsidianes
(“BBNC™ or “Organization™) and to employ 2 number of mezsurss to promote effective mformation
security.  This policy zppliss to both mtemal and extemal Organization commumications and is
mtended to enzble the Organization to manage risks resulting from vulnersble system configurations,
denial of service, and'or data communication and transfer.

This policy is m place to protact the Organization’s property, networks amd systems, data, and
Emplovess. This policy complements the Organization’s other security polictes and s mtended to
enable the Crganization to guard agamst unanthonzed mtrusion, access to, and'or zcquistion of
Organization workstations, laptops. networks and systems, data, and dewvices.

1. Scope
This pelicy applies to the programs and procedures implemented to moenitor, contrel, and protect
both mtemzl and exte=mzl Organization communications. All users of Organization workstations,
lzptops, networks and systems, data. and devices, mcluding Employees, are responsible for adherimg
to this policy.

3. Definitions and Terms

31 Emplovees: The term “Employess”™ is defmed to mclude any mdividuzl smployed by the
Organization, includimg but not limited to executives, dirsctors, officers, managers, syst=m
administrators, contractors, consultznts, snd temporary workers.

4, Policy

41  Guiding Principles: In order to propetly manage enterprize risk, the Organization must
actively manage the protection of its mformation from unanthorized zccess, acquisition, alteration,
modification, disclosurs or destruction. This policy is mtended to be consistent with best practices
associated with mformation security management. It 45 zlse mtended to ensble the Organization to
mplement best practices associated with system configuration as well 25 data communication and
transfer .




= |ncludes the requirement to:

= |dentify, report, and correct
flaws in a timely manner

= Protect Organization from
malicious code at
appropriate locations

= Monitor alerts and advisories
and take appropriate action
INn response

= Formalizes the requirement to
monitor and take action against
threats

= Highlights critical need for skills
training and education!

Effective date:

Creation date:
Bristol Bay Native Corporation Last revision date:
Revised by:

Approved/Owned by:

Policy title: System And Information
Integrity Policy

Svstem and Information Integrity Policy

1. Purpose
The purpose of this policy is to outline the acceptable programs and procedures used to identify,

report, and corrsct mformation and system flaws of Bristol Bay Mative Corporation and its
subsidiaries (“BENC” or “Orgenization”™). This policy is mtended to enable the Organization to
manage risks resultng from mformation and system flaws and vulnersbiliies, malicious code,
unautherized code changes, and madequate error handling.

Thizs policy is i place to protect the Organization’s property, networks and systems, data, and
Emplovees. This pelicy complements the Orgamization’s other security policies and 13 mtended to
enzble the Organization to guard against unauthorized mtrusion, access to, and'or zcquisition of
Ozgznization workstztions, laptops. networks and svstems, dats and dewvices.

1. Scope

Thiz policy applies to the programs and procedures implementsd to identfy, report, =nd
Ozganization mformation and system flaws. All users of Organization workstations, laptops,
netwotks and systems, data and devices, meludng Emplovees, are responsible for adhermg to this
policy.

k3 Definitions and Terms

31  Employees: The term “Employess” is defmed to include ny mdividuzl emploved by the
Orgznization, mcludmg but not lmited to executrves, diwectors, officers. managers, system
zdministrators, contracters, consultants, and temporary workers.

4. Policy

4.1  Guiding Principles: In order to propstly manage emterprise risk, the Organization must
actively manage the protection of s mformation and systems from unanthorized aceess. acquisttion,
alteration, modification, disclosurs or destruction. This pelicy is mtended to be consistent with best
practices zsseciated with system and mformation mtegrity management. It 15 2lso mtended to enable
the Organization to mplsment best practicss associated with system configuration, security, and
error handlmg.

42  Basic Security Reguirements

4.2.1 The Organizztion must identify, report, and correct mformation and system flaws ma
timely manner.




BBNC’s Insider Threat Plan
requires employees to be:

= Security aware

= Act responsibly and protect all
information from those who are
not authorized for access, or do
not have a need-to-know

» Report suspicious activity
and/or adverse information as
outlined in BBNC'’s Insider
Threat Plan

If you have questions or
suggestions concerning the Insider
Threat Plan or other security related
Issues, direct them to your
respective Facility Security Officer
(FSO)

FOREWORD

Bristol Bay Natrve Corporation
Insider Threat Plan and Procedures

Threats to ULS. defense and economic secrets are 2t an all-time high and are expectad to
imcrease. The threat spectrum ranpes from cyber espionage, to forsign terrorist organizations, cyber
criminals, hacktivists, to malicious insiders.

Executive Order 13387 directs United States Government executive branch departments,
agencies. contractors, and sub-contractors to estzblish, mmplement. menitor, and report on the
effectiveness of an msider threat plan to protect classified national security mformation (as defined
in Executive Order 13526; hereafter referred to as classified mformation) with approprizte
protections for privacy and civil liberties, and requires the development of an executive branch plan
for the deterrence, detection. and mitigation of msider threats. mcluding the safepuarding of such
information from exploitation, compromise, or other unauthorized disclosure. Executive Order
12068 promulgates classified mformation access eligibility policy and estzblishes a uniform Federal
persomnel security plan for employees considered for mitisl or contmued access to classified
mformation. Censistent with Executive Orders 13587 znd 12968, Bristol Bay Native Corporation’s
(BBNC’s) Insider Threzt Identification and Mitigation Plan (Insider Threzt Plan) is applicable to all
emplovees with zccess to classified mformation, meluding classified computer networks (and
mcluding contractors and others who access classified information, or operate or access classified
computer networks controlled by the federal govemment); and all classified mfermation on those
networks.

BENC’s Insider Threat Plan leverages existmg feders] laws, stamutes, suthorities, polictes,
plans, systems, architectures, and resources i order to counter the threat of those msiders whoe may
usze thewr sccess to compromise Classified Nationzl Security Information (CINSI), Sensitive but
Unclassified mformation (SEU), Controlled Unclaszified Information (CUI), Personal Identifiable
Information (PII), and'er Company Propristary Information (CPI). Insider threzt plans shall employ
risk manzgement principles, tzilored to mest thewr distnct needs, mission, and systems of mdividual
zgencies, and shall melude zppropriate protections for privacy, oivil rights, and civil liberties.
BENCs Inzsider Threat Plan describes the policies and precedures required to implement BBNC s
responsibilities i accordance with these Exscutive Orders and per Defense Security Servics
requirsments. It is the responsibility of every BENC subsidizry smployes performmg work on 2
classifiad contract to faithfully carry out the policies and procedurss to protect Classified, Sensitive
but Unclassified, Controlled Unclassified, Personzl Identifisble, and Company Propristary
mformation from compromise.

BENCs Insider Threat Plan requires employees to be:

1. Secunty awars
2. Actresponsibly and protect zll mformation from these whe are not authorized for access,
or do not have a need-to-kmow



Who will insure compliance?

» Contracting officers must insure compliance, but it
will require BBNC to educate and train contracting
officers about how BBNC is being compliant.

* Athird party will assess systems to verify
compliance - self-certification will not be enough




What will contracting officers
require under 800-1717?

« 3" party security assessments. Contracting officers will ask for due
diligence:

— What have you done?
— How did you do it?
— Who did it for you?
— How can you prove it to me?
« Be prepared to say, “Yes, I'm 171 compliant. Here’'s my:
— ldentifiable data
— Policies and procedures
— Incident response plan
— Everything needed to verify my compliance




Compliance and enforcement of 800-171
Managing third party vendors

* Every contract must address CUI

« Contracting officers will ask, “What's your SP 800-
171 plan?”

* If systems generally meet the requirements of SP
800-171, but certain systems may be or appear to
be controlled differently, prepare to justify why
those efforts are the functional equivalent




Other considerations and preparation

* |dentify what the CUI data is, and determine which systems
contain it

= Perform a gap analysis on systems, and be prepared to
explain how CUI will be protected

= Be prepared to explain organizational plan for compliance,
Including any gaps in the plan




Compliance principles for
discussion

= Contractors may do business with a number of entities in
the supply chain
= “Downstream” (systems integrators and resellers) and also
“‘upstream” (manufacturers, OEMs, software publishers)
= All are responsible for compliance and must comply with
standards!

* Long term strategy should be to extend systems upstream
and downstream wherever possible, so partners and
suppliers don’t have to worry about their systems

= Qverall Goal: to have government data securely stored Iin
a compliant environment, and accessed by those who need
access while minimizing the risk of breaches



Sean B. Hoar
Chair, Data Privacy and Cybersecurity Practice
sean.hoar@lewisbrisbois.com
971-712-2795 (Office)
503-459-7707 (Mobile)



