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nnnnnnnnnnnnnnnnnn

BBNC IT SECURITY

CYBERSECURITY

Governance and Management
“Aligning security and business objectives”




The funny side...

CUSTOMERS ARE
COMPLAINING THAT
WE SOLD THEIR
PERSONAL DATA.
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AND APPARENTLY
ALL OF THE BUYERS
WERE IDENTITY
THIEVES.
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THAT'S TMPOSSIBLE.
WE CHECKED EVERY
BUYER'S IDENT. ..




All of us have a role to play in keeping our organization secure

Cybersecurity is rapidly becoming a non-negotiable
requirement for modern businesses to operate in today’s
threat landscape.

Yet all too often, there is still disagreement among
business leaders and cybersecurity professionals about
how much security is enough, too much, or just right.




The reality of the situation

Technology sophistication and business
adoption, the proliferation of hacking
techniques, and the expansion of hacking
motivations have resulted in organizations
facing major security risk.

Our organization needs a MORE robust
information security program to protect it’s
systems and assets.



It’s not a matter of if we will have a security incident, but when

WE NEED TO EXPECT THE INEVITABLE SECURITY BREACH.

90% 50%

of businesses have experienced an external of CIO’s consider security to be their number
threat in the last year. one priority.
of organizations claimed to have experienced an insider of businesses believe the frequency of

attack in the previous 12 months. attacks is increasing.



These numbers are real!

$150M 5%

Average cost of a single breach in 2020. As of ALL legitimate websites has an unpatched
compared to a cost of $3.8M in 2018. vulnerability.
Records are expected to be exposed through criminal Chance that we are fighting as hard as we
data breaches in the next four years, growing at a rate or can against these numbers .

23% per year.



Successful cyberattacks have a significant
financial impact on companies of all sizes

Small-Medium Businesses Large Businesses

$86 , 500 Average cost of a single incident to a business in USD $86 1 , OOO

YEAH, M PRETTY
SURE THIG 15 =

of incidents were oINS
web based attacks, a |

Increase from 2015




So, what's the key to resolving this issue?

The key to resolving this dilemma is to implement a
security governance and management program that is
aligned with business goals.

This implementation begins with a risk tolerance
assessment that takes both security objectives and
business goals into account so that both sides can
understand each other’s point of view.




Understanding across business lines

Once this understanding has been reached, our
organization will be in a position to develop strong
security practices that enable business operations —
not impede them.

Business Goals Security — Organizational
Objectives — Success




Objectives

 Develop a comprehensive
information security governance
and management framework.

» Apply our security governance
framework to our organization
and create a roadmap for
Implementation.

* Develop a metrics program to
monitor and improve our
security governance program.



Situation

* We often focus on technology

and not the people, processes,
and policies.

* It seems daunting and almost
Impossible to govern all aspects
of a security program.




Opportunties

 Educate the IT security team to
understand business goals.

« Coordinate security initiatives
and help IT prioritize them.
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e Treat and respond to risks
appropriately.
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Resolution: Establish a systematic approach

 Align security governance with
business goals.

e Define our organizations risk
tolerance.

» Perform regular audit, metrics
[‘%’V uV V tracking, and regular reviews.
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TOP 3 BENEFITS OF FOLLOWING ASYSTEMATIC APPROACH

Addresses the nature of information security.

1 A structured approach creates a detailed plan, allowing our
team to focus on high-value security projects first, while
moving toward a target state.

2 Highlights functions that were previously overlooked.

Will help us build a comprehensive security program today, and
enable ongoing management of inevitable changes to the initial

— - program.
/’3 ~, Justifies IT budget changes.

\

1
_/ Puts us in a position to effectively estimate our necessary
security budget or shine a light on areas where intolerable risks
will persist without budgetary relief.
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We plan to create a best-of-breed security framework

Best-of-Breed Information BBNC's
Security Framework SECURITY
RAMEWOR

Provides a detailed list
CIS - of security controls

Comprehensive standard »
Critical along with many

providing best practices

associated with each Saelily implementation best
ontrol . .
control practices intended for
Comprised of a concise A process and US federal information
list of 20 controls and principle structured ~ Systems a_nd
sub-controls for security best practice ~ Organizations

actionable cyber defense framework



What the entire program looks like

Information Security Framework

8 Context and Evaluation and Compliance, Audit, and Review
C Information Security Security Risk . . .
g Charter Management Security Compliance Internal Security
e Organizational Security Polici Management Audit
o Structure ecurity Policies . :
S External Security Management Review
S Culture and Security Strategy and Audit of Security
(D Awareness Communication
Prevention
Identity Security Infrastructure Security HR Security
ldentity and Access Network Security Vulnerability HR Security
Management Management
+ . . Cryptography
c Endpoint Securit
g P Y Management Change and Support
Hardware Asset - . . Configuration and
% Management Malicious Code Physical Security Change Management
© Data S_ecurlty & Application Security Cloud Security Vendor Management
c Privac
©
= Detection Response and Recovery Measurement
Security Threat Security Incident Security eDiscovery .
. . Metrics Program
Detection Management and Forensics
Log and Event Information Security Continuous

Backup and Recovery

Management in BCM Improvement



Teamwork

Business leaders and IT security professionals have different ideas about what an
organization’s ideal state is.

*We can bridge this gap.




The 1deal business state

Operations run easily and efficiently.
High risk tolerance; no serious incidents.

Strong all-around security with no
compromise to convenience or ease of use.

Low-cost security.




The ideal security state

Business engages in no risky
behavior.

Low risk tolerance; no incidents.
Security prioritized over

convenience.

Adequate budget to enable
comprehensive security.




What both parties must understand

« Without adequate security, the business takes serious risks that may have
Serious consequences.

» Without smooth business operations, there would be no jobs for security
professionals.

» Therefore, security goals are business goals and business goals are security
goals.




What's Next?

 Understand our threat
landscape.
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What's Next?

e Organize our Cyber
Management Priorities
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What's Next?

 Measure our Risk Exposure




What's Next?

e Improve Cyber Defenses with,
Systems, and Technology




What's Next?

 Build a Culture of Cybersecurity




LOL:

oK, I'VE
RE-BOOTED
IT...WHAT

LYMEH
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R.C. Woodson

Vice President of I.T. and Chief Information Officer

rwoodson(@bbnc.net
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